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Independent Service Auditors’ Report

To the Management of  Art Tech Shock Ltd.  , Inc. (Artishok)

Scope

We  have  examined  Artishok’s  accompanying  description  of  its Work  Platform  titled “Description of 
Artishok’s Work  Platform” throughout the  period December 1, 2021 to  November  30, 2022(description) based 
on the criteria for a description of  a service organization’s system in DC section 200, 2018 Description Criteria 
for a Description of a Service Organization’s System in a SOC 2® Report  (AICPA,Description Criteria), and the 
suitability of the design and operating effectiveness of controls stated in the

description throughout the period  December 1,  2021 to  November  30,  2022,  to provide reasonable 
assurance  that  Artishok ’s service commitments and  requirements were achieved based on the trust 
services criteria relevant  to  Security,  Availability,  Confidentiality,  Processing  Integrity,  and  Privacy
(applicable  trus services  criteria)  set  forth  in TSP  section  100,  2017 Trust  Services Criteria  for  Security,
Availability,Processing Integrity, Confidentiality, and Privacy  (AICPA,  Trust Services Criteria).

Artishok  uses  subservice  organizations  to  provide  application  maintenance  and  support  services.The 
description indicates that complementary subservice organization controls that are suitably designedand 
operating effectively are necessary, along with controls at Artishok, to achieve Artishok’s service commitments 
and system requirements based on the applicable trust  services criteria. The description presents Artishok’s 
controls,  the applicable trust services criteria,  and the types of complementary subservice 
organization controls assumed in the design of Artishok’s controls.  Our examination did not include the 
services provided by  the  subservice  organizations,  and we  have  not  evaluated  the  suitability  of  the 
design  or  operating effectiveness of such complementary subservice organization controls.

The  description  indicates  that  complementary  user  entity  controls  that  are  suitably  designed  and
operating effectively are necessary, along with controls at Artishok, to achieve Artishok’s service commitments
and system requirements based on the applicable trust  services criteria. The description presents Artishok’s 
controls, the applicable trust services criteria, and the complementary user entity controls assumed in the 
design of Artishok’s controls. Our examination did not include such complementary user entity controls and
we have not evaluated the suitability of the design or operating effectiveness of such controls.
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Service Organization’s Responsibilities

Artishok  is  responsible  for  its  service  commitments  and  system  requirements  and  for  designing,
implementing, and operating effective controls within the system to provide reasonable assurance that 
Artishok’s  service  commitments  and  system  requirements  were  achieved. Artishok  has provided
the accompanying assertion titled “Assertion of Artishok  Management” (assertion) about the
descriptionand the suitability of design and operating effectiveness of  controls stated. Artishok is also
responsible for  preparing  the  description  and  assertion,  including  the  completeness,  accuracy,  and
method  of presentation of the description and assertion; providing the services covered by the
description; selecting the applicable trust services criteria  and stating the related controls in the
description; and identifying the risks  that  threaten  the  achievement  of  the  service  organization’s
service  commitments  and  system requirements.

Service Auditors’ Responsibilities

Our responsibility is to express an opinion on the description and on the suitability of design and operating 
effectiveness  of  controls  stated  in  the  description  based  on  our  examination.  Our  examination was 
conducted  in  accordance  with  attestation  standards  established  by the  American  Institute  of Certified 
Public  Accountants. Those  standards  require  that we  plan  and  perform  our  examination  to  obtain 
reasonable assurance about whether, in all material  respects, the description is presented in accordance 
with  the  description  criteria  and  the  controls  stated  therein  were  suitably  designed  and  operated 
effectively  to  provide  reasonable  assurance  that  the  service  organization’s  service  commitments  and 
system requirements were achieved based on the applicable trust services criteria. We believe that the 
evidence we obtained is sufficient and appropriate to provide a reasonable basis for our opinion.

An examination of the description of a service organization’s system and the suitability of the design and 
operating effectiveness of controls involves the following:

 Obtaining an understanding of the system and the service organization’s service commitments 
and system requirements

 Assessing the risks that the description is not presented in accordance with the description criteria 
and that controls were not suitably designed or did not operate effectively

 Performing  procedures  to  obtain  evidence  about  whether  the  description  is  presented  in 
accordance with the description criteria

 Performing procedures to obtain evidence about whether controls stated in the description were 
suitably  designed  to  provide  reasonable  assurance  that  the  service  organization  achieved  its 
service commitments and system requirements based on the applicable trust services criteria

 Testing  the operating effectiveness of  controls stated in the  description  to provide reasonable 
assurance  that  the  service  organization  achieved  its  service  commitments  and  system 
requirements based on the applicable trust services  criteria

 Evaluating the overall presentation of the description

Our  examination  also  included  performing  such  other  procedures  as we  considered  necessary  in  the 
circumstances.
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Inherent Limitations

The description is prepared to meet the common needs of a broad range of report users and may not,
therefore, include every aspect of the system that  individual users may consider important to meet their
informational needs.

There  are  inherent  limitations  in  the  effectiveness  of  any  system  of  internal  control,  including  the 
possibility of human error and the circumvention of controls.

Because of their nature, controls may not always operate effectively to provide  reasonable assurance that 
the  service  organization’s  service  commitments  and  system  requirements  are  achieved  based  on  the 
applicable trust services criteria. Also, the projection  to the future of any conclusions about the suitabilityof
the  design  and  operating  effectiveness  of  controls  is  subject  to the  risk  that  controls  may  become 
inadequate  because  of  changes  in  conditions  or  that  the  degree  of  compliance  with  the  policies  or
procedures may deteriorate.

Description of Tests of Controls

The specific controls we tested, and the nature, timing, and results of those tests are listed in section IV.

Opinion

In our opinion, in all material respects,

a. the  description  presents Artishok‘s Work  Platform  that  was  designed  andimplemented 
throughout  the  period December  1,  2021  to November  30,  2022,  in
accordance  with  the description criteria.

b. the controls stated in the description were suitably designed throughout the period December
1,  2021 to November 30,  2022,  to provide reasonable assurance that Artishok’s
servicecommitments and system
requirements would  be  achieved  based  on  the  applicable  trust  services  criteria,  if  its  controls 
operated effectively throughout that period and if the subservice organization and user
entitiesapplied complementary controls assumed in the design of Artishok’s controls 
throughout thatperiod.

c. the controls stated in the description operated effectively throughout the period December 1,
2021 to November 30,  2022,  to  provide  reasonable  assurance  that  Artishok’s  service 
commitments  and
system requirements  were  achieved  based  on  the  applicable  trust  services  criteria,  if 
complementary  subservice organization controls and complementary user entity controls
assumed in the design  of Artishok’s controls operated effectively throughout that period.
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San Jose, California 

Nov 24, 2022 

   

  

 

 

         
  
 
   

  

Restricted Use

This report, including the description of test of controls and results thereof in section IV, is intended solely
for the information and use of Artishok user entities  of Artishok’s Work Platform duringsome
or all of the period December 1, 2021 to November 30, 2022, business partners of Artishok subject
to risks arising  from  interactions with the Work Platform,  practitioners providingservices to such
userentities  and business partners, prospective user entities and business partners,and regulators who
have  sufficient
knowledge and understanding of the following:

 The nature of the service provided by the service organization
 How the service organization’s system interacts with user entities, business partners, subservice 

organizations, and other parties
 Internal  control and its limitations
 Complementary  user  entity  controls  and  complementary  subservice  organization  controls 

andhow those controls interact with the controls at  the service organization to achieve the 
serviceorganization’s service commitments and system requirements

 User entity responsibilities and how they may affect  the user entity’s ability to effectively use  the 
service organization’s services

 The applicable trust services criteria
 The risks that may threaten the achievement of  the service organization’s service commitments 

and system requirements and how  controls address those risks

This report is  not intended to be, and should not be, used by anyone other than these specified parties.
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Assertion of Artishok  Management

We have prepared the accompanying  description of Artishok, Inc.’s (Artishok) Work Operation Platform 
titled "Description of Artishok’s Work Operation Platform" throughout the period December 1, 2021 to
November  30, 2022, (description) based on the criteria for a description of a service organization’s system 
in DCsection 200, 2018 Description Criteria for a Description of a Service Organization’s System in a SOC 2®
Report (AICPA, Description Criteria). The description is intended to provide report users with
information about the platform that may be useful when assessing the risks arising  from interactions with 
Artishok’s system, particularly  information about system controls that Artishok has  designed,
implemented, and operated to provide reasonable assurance that its service commitments
and system requirements were achieved based on the trust services criteria relevant to Security,
Availability, Confidentiality, Processing Integrity, and Privacy (applicable trust services criteria) set forth
in TSP section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity,
Confidentiality, and Privacy (AICPA, Trust Services Criteria).

Artishok uses subservice organizations to provide  application maintenance and support services. The 
description indicates that complementary subservice  organization controls that are suitably designed
and operating effectively are necessary, along with  controls at Artishok, to  achieve Artishok’s service
commitments and system requirements based on the applicable trust services criteria. The description 
presents Artishok’s controls, the applicable trust services criteria, and the types of complementary sub 
service organization controls assumed in the design of Artishok’s controls. The description does not
disclose the actual controls at the subservice organizations.
The description indicates that complementary user  entity controls that are suitably designed and
operating effectively are necessary, along with controls at Artishok, to achieve Artishok’s service 
commitments and system requirements based on the applicable trust services criteria. The description 
presents Artishok’s controls, the applicable trust services criteria, and the complementary user entity
controls assumed in the design of Artishok’s controls.

We confirm, to the best of our knowledge and belief, that
a.  the description presents Artishok’s Work Platform that was designed andimplemented 
throughout the period  Dec 1, 2021 to  Nov  30, 2022, in accordance with the  descriptioncriteria.
b.  the controls stated in the description were suitably designed throughout the period Dec 1, 2021
to  Nov  30, 2022, to provide reasonable assurance that Artishok’s service commitments  and system 
requirements would be achieved based on the applicable  trust services criteria, if its controls operated
effectively throughout that period, and if the subservice organization and user entities applied the
complementary controls assumed in the design  of Artishok’s controls throughout that  period.
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c.  the controls stated in the description operated  effectively throughout the period Dec 1, 2021  to 
Nov  30, 2022, to provide reasonable assurance  that  Artishok’s service  commitments and system
requirements were achieved based on the applicable trust services criteria, if complementary subservice 
organization controls and complementary user entity  controls assumed in the design of Artishok’s 
controls operated effectively throughout that period.

Signed  by  Artishok  Management

Nov  25, 2022
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Principal Service Commitments and System Requirements

Artishok  designs  its  processes  and  procedures  to  meet  its  objectives  for  its  compliance  audit  readiness 
services. Those objectives are based on the service commitments that Artishok makes to user entities, the 
laws and regulations that govern the provision of services, and the financial, operational, and compliance 
requirements that Artishok has established for the services. The services of Artishok are subject to the 
security

  
 

 
 
 

 

Description of Artishok’s Work Platform

Background and System Overview

Artishok, Inc. provides a platform for managing hybrid and remote organization as a  software-as-
a-service (SaaS) to its customers  across North America. The company was founded in 2019 to provide its 
services to cloud-native SaaS companies, with  headquarters located in Tel Aviv, Israel.

Artishok Inc.’s core application, Artishok  (the application or platform), is  a single-tenant-architected software
application suite that is an operating system  for managing hybrid and remote
organizations. Artishok streamlines the following tasks and processes:

 Integrate with HRIS to get employee data

 Manage workspace and workforce assets

 Manage meetings rooms and desks

 Visitor management system

 Mailroom and delivery management solution

 Communication center for news and events

 Nudge hub for promoting in-person interaction
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Each platform instance (Production, Quality Assurance (QA), Development (DEV)) is contained within a 
separate AWS account. The account provides granular access control to all aspects of the infrastructure
via  roles  which  are  assumed  from Artihsok’s  parent  organization  AWS  account.  Access  from  external 
locations is controlled through configuration and strict Virtual Private Cloud (VPC) rules. Access to internal 
components  of  the  platform  is  only  possible  via  multi-factor  authentication  (MFA)-controlled  access 
utilizing  Secure  Shell  (SSH)  protocol  to  a “jump”  server,  then  internal  communication  from within  the 
network. Access is granted on an account level basis based on the employee’s role at Artishok.
Only a select few have access to the production account.

Data is persisted in both AWS RDS (MySQL) and S3. Both utilize Advanced Encryption Standard (AES) 256 
encryption for all data stored at rest. Each customer instance in production establishes a database that is
allocated  for  use  solely  for  that  customer  alongside  a  namespace  within  the  application’s  S3  storage
bucket. Customer data is never co-mingled in Artishok.

There is a short-lived caching layer  using AWS  ElastiCache (Redis) for performance benefits. All data is 
name-spaced to its tenant.

User entities access their instance using standard web browsers utilizing Transport Layer Security (TLS)
1.2 or above for encrypted communications.

For intrusion detection, AWS GuardDuty is in place.  For vulnerability scanning, Intruder.io automatically
scans the system. For web application firewall services (WAF), DDoS prevention, OWASP rules, networking 
acceleration, caching, and the Domain Name System  (DNS) service, CloudFlare  has been implemented.

Software

Artishok uses  Jenkins  to build and deploy its Back-End software via Docker Images that run on
EKS, and Netlify to build and deploy its Front-End software. EKS enables software deployments via 
images. Images are secure, fully contained versions of  the platform service. Artishok  has several services that 
provide  scalable  system  operations.  Image  operating  environments  are  based  on  a  secure version  of 
Amazon  Linux  2  distribution. Artishok’s  services  are  primarily  developed using  ReactJS  and  NodeJS 
technologies.  Netlify  provides  a  platform-as-a-service  (PaaS)  to  host  and  deliver  static  content  from  a 
global CDN.

User  entities  access  the  application  using  standard  web  browsers. The  client  application  is  a  ReactJS 
application and is downloaded from a global CDN.

In addition, Artishok uses the following software  and tools to assist with  security operations:
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Cloudflare
Artishok uses Cloudflare to provide DNS services and to  protect all public web sites from Distributed Denial
of Service. Artishok requires SSL on all public-facing web  services and uses Cloudflare to create and manage 
those SSL certificates. Artishok also leverages the caching and optimization tools offered by Cloudflare.

Datadog
Artishok uses Datadog to track server telemetry, Application Performance Monitoring (APM), server logging,
Real- User Monitoring (RUM), and client-side error tracking.

Clickup
Clickup is a project management tool  that Artishok uses to track engineering efforts. All sprint management,
planning, and reporting is handled by Clickup. Engineers use Clickup to guide their individual tasks throughout 
the Software Development Lifecycle.

Bitbucket
Bitbucket  is  a  software  development  platform  that  ata  uses to  track  changes  in  the  code  for  all 
applications. Engineers conduct code reviews on all pull requests before they are merged into the main
branch for deployment.

AWS Work Mail
Artishok work email accounts are provisioned to personnel using AWS Workmail upon onboarding. Google 
Workspace is used  as Artishok’s identity service provider.

Terraform
Artishok used Hashicorp’s Terraform technology to define  and provision its infrastructure and configurations
at AWS. This allows Artishok to control all aspects of its AWS services and allows for the team to follow its 
Software Development Lifecycle (SDLC) on code changes.

AWS SSO
Artishok uses AWS SSO as the primary platform to manage identity and logical access in providing single-sign-on
(SSO) and multi-factor authentication (MFA).

People

Artishok has a staff of approximately 29 employees and  contractors organized in the following functional 
areas:

Executive Management (CEO, CTO, CRO, and CISO):
Team members responsible for overseeing the operations of the company.

Engineering:
Team members that develop, innovate and support the technology.



16

 

Product Development:
Team members that support Artishok product management, development and development operations.

Customer Success:
Team members that work with customers to assure they are able to successfully use Artishok to accomplish 
their goals.

Sales and Marketing:
Team members that support sales and marketing activities.

Operations:
Team members that support back office operations.

Processes and Procedures

The Executive Management Team has developed and  communicated processes that control and restrict 
access  to Artishok  instances that  contain  customer  data.  Review  of  these  processes  and  controls  are 
conducted by the CEO, CTO, and CISO and all changes  are approved by the CEO prior to implementation.

These  processes  are  documented  in  the Artishok  Information  Security  Policy  document  and  include  the 
following key security life cycle areas:

 Data classification (data at rest, in motion, and output)

 Categorization of information

 Assessment of the business impact resulting from proposed security approaches

 Selection, documentation, and implementation of security  controls

 Performance of  annual management self-assessments to assess security controls

 Authorization, changes to, and termination of information system access

 Monitoring security controls

 Management of access and roles

 Maintenance and support of the security system and necessary back-up and offline storage

 Incident response

 Maintenance  of  restricted  access  to  system  configurations,  super user  functionality,  master
passwords, powerful utilities, and security devices (for example, firewalls)
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Data

Data, as defined by Artishok, constitutes the following:
 Company data

 reports

 System files

 Error logs

Output reports are available in electronic PDF, comma-delimited value file exports, or electronically from 
the various websites. The availability of these reports is limited by user role. Reports delivered externally
will only be sent using secure websites over connections secured by trusted security certificates.

Third-Party Access

operations. These service providers do not have day-to-day access to Artishok data. Some of these 
providers do have system administration level privileges to the services,  but these privileges are only
used to access Artishok services when explicitly authorized by Artishok development operations for the 
purpose of resolving system issues. All of the third-party service providers covered in the scope of the 
SOC 2 report have SOC 2 Type 2 reports, and Artishok reviews these reports annually.

RELEVANT ASPECTS OF THE CONTROL ENVIRONMENT,  RISK ASSESSMENT PROCESS, INFORMATION AND
COMMUNICATION SYSTEMS, AND MONITORING OF CONTROLS

Control Environment

Management Philosophy

Artishok's control environment reflects the senior management's commitment to the security of data
and information. The Security Committee, which reports to the board annually and meets quarterly, is
responsible for overseeing the security activities of Artishok under the direction of the board. The
committee is responsible for setting overall security policies and procedures for the organization.
Artishok places a strong emphasis on security through the development and communication of policies
and procedures, as well as the allocation of resources and personnel to implement these policies.



18

 

 

 

  
 

 

            
 

          

In designing its controls, Artishok has  taken into consideration the relevance of controls to meet the 
relevanttrust services criteria.

Security Management

Artishok's CEO and CTO are responsible for maintaining and enforcing the company's information
security policies, and they are required to annually sign and acknowledge their review of these policies.
The CTO also reviews and approves the information security policy annually. The Security Committee
monitors known incidents and patches, as well as results from recent vulnerability assessments, and
makes any necessary changes to the policies and procedures. These changes may include reclassification
of data, reassessment of risk, updates to incident response plans, and verification of responsibilities for
authorizing and monitoring access. Any changes are reviewed and communicated during meetings or
through system alerts. Information security personnel at Artishok are selected based on their ability to
fulfill the duties and responsibilities of their positions, as well as their education, past experience,
positive performance history, and knowledge of relevant cybersecurity controls and processes. Annual
security training and awareness programs ensure that management communicates the latest security
policies and provides written job descriptions for security management.

Security Policies

Artishok has defined a set of information security standards and policies that are under the direction
  andownership  of the CTO  and  implemented through  the  Security  Committee. The  standards  and 
policiesaddress the management and implementation of security controls, ranging from the physical 
security offacilities and equipment to the logical security at the data element layer. The information 
security policiesand  standards  are  designed  to  provide  information  to  employees,  contractors,  and 
vendors  that  arealigned to their job or functional responsibilities, while also contemplating segregation 
of functions thatmay otherwise create a segregation of duties conflict.

Security policies are published on the Company’s SaaS  platform Artishok, included in onboarding 
packages,and reiterated through annual training that all employees are required to take and 
acknowledge. The CTOand CEO review and approve policies on an annual basis.

The following security policies and related processes are in place for Artishok:

 Acceptable Use
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 Asset Management

 Data Backup

 Business Continuity

 Code of Conduct

 Data Classification

 Data Deletion

 Data Protection

 Disaster Recovery

 Encryption

 Incident Response

 Information Security

 Password

 Physical Security

 Responsible Disclosure

 Risk Assessment

 Software Development Lifecycle

 System Access Control

 Vendor Management

 Vulnerability Management

All employees are required to review and accept the code of conduct and Acceptable Use Agreement at 
the time of employment. Confidentiality, computer  security, general expectation of business behavior,
performance and financial dealings are addressed. Employees must avoid any appearance of impropriety
or conflict of interest. It is a policy that no employee  shall engage in any outside activity that interferes 
with his or her job, competes with Artishok’s activities or involves any use of Artishok’s facilities.

Personnel Security

Background checks are performed for all new hires as a condition of employment, who are also required 
to review and acknowledge their receipt of relevant security policies. The new positions are supported by



  

            

            

             
  

                

               

  
              
             
 
  

  
 
   
         
   
  
  

  

            

            

             
  

                 

               

 
 

    
 

 
 
 
 
 

  
           

job  descriptions.  Once  employed,  employees  are  subject  to  Artishok  procedures  for  accessing 
systems.
Employees who violate  Artishok’s  information  security  policy  are  subject  to  related  disciplinary
action.
Employees are instructed to report potential security incidents to the help desk.

Artishok’s  service  agreements  instruct  user  entities  to  notify  Artishok  if  they  become  aware 
of  apossiblesecurity breach or any security-related incident involving Artishok or interaction with 
anyArtishokemployee orthird party.

Physical Security and Environmental Controls

A  Physical  Security  Policy  has  been  developed  to  adequately  describe  the  preventative  and  detective 
measures in place to provide physical and environmental safeguards.

All  visitors  to  Artishok’s  location  are  required to  sign-in  at  the  front  reception  desk,  wear  a visible 
visitor badge and be escorted by a Artishok employee.

All  Artishok  centralized  data  storages  are  housed  in  data  centers  that  undergo  annual  SOC  2 Type 
2 examinations.

Change Management

Artishok has a formal change management process in place that requires the identification and recording 
of significant changes, assessment of risk and potential impact of these changes, approval of proposed 
changes, and testing of changes to customer-facing instances. Proposed changes are classified, recorded,
and approved,  and can be classified as a release,  maintenance patch,  or hotfix. Releases are driven by
feature requests recorded in a backlog and can take three to four months to complete. Maintenance 
patches  are planned changes that address accumulated defects and are planned as needed for a two-
week release. Hotfixes are used to address critical system or security issues identified in Artishok. All 
changes are approved by the CTO and QA before being applied to customer-facing instances. Changes 
are also tested in separate development/QA and deployment instances before being migrated to 
production. Developers do not have the ability to migrate changes into production environments. The 
Artishok Software Development Lifecycle (SDLC) process includes several steps that incorporate security
and quality review, including security code review, daily security vulnerability testing, and external third-
party security tests of new releases.

Patch Management

Artishok runs on the AWS EKS service. This service’s operating system  has periodic releases that
address issues,  add  functionality  and  resolve  security  issues.  AWS  notifies  Artishok  of  new releases 
and once  a quarter, the Artishok Site Reliability Engineering (SRE) team begins the test and
apply  process.
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The failover instance is constantly in hot-stand-by and can be manually promoted or the managed services 
by  AWS will  auto  promote/failover.  In  the  event  of  a  catastrophic  failure  of  an  entire  region,  the  RDS 
backups and S3 archives are being peered to their pair region in eu-central-1 (Frankfurt).

System Account Management

Artishok has implemented role-based security to limit  and control access within the Artishok instances 
or any system that houses customer or confidential data. Employees are granted logical 
and physical access to these  systems  based  on  documented  approvals  by
appropriate  management personnel.  All employee access  is  documented  and  approvals  from
either  the CTO or  CISO  are recorded  for  any additions  or modifications to existing access
rights. The user access is reviewed annually both via the review of the access  list  and  audits
of  existing  system  access control  list  (ACL).
Permission  to  create or  modify  user access is restricted to authorized development
operations  personnel and the CTO.

Email and Single-Sign-On (SSO)  or a magic link are required to authenticate all users to Artishok 
instances.
Username and password is required to access infrastructure and business systems. For all applications 
where MFA can be enabled, MFA is in place requiring  users to have two factors to authenticate access to 
the system, one being a password or encryption key. Passwords have complexity requirements and have 
expiration settings that fit the classification of data contained within the system.

When an employee is terminated, the operations team  notifies the development operations team through
initiation of the off-boarding process. Off-boarding  steps include revocation of  all system access within 
one business day.

Data Transmission

Customers access the Artishok Console through a web browser. TLS 1.2 or higher is required to access 
thesystem. Users authenticate access through their corporate single sign-on identity provider.

Remote Access

Artishok is a cloud-native remote company. Thus, Artishok does not have its own network or systems
to VPNinto.

Access to the Artishok infrastructure is limited to a select few Artishok SRE team members and the 
CTO. Toaccess the infrastructure, one must assume a privileged role that requires MFA or SSH to the 
jump host,which then  will  allow  for  SSH tunneling  to  the  database.  All  Artishok  infrastructure  access 
is logged,  andcustomer data can only be accessed through the database layers of the infrastructure.

Physical Media and Data Destruction
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Artishok uses limited formats of electronic media, mostly  laptops with hard drives. When no longer
usable,hard  drives,  or  other  similar  items  used to  process,  store  and/or  transmit  sensitive  data  are 
properlydisposed of in accordance with  measures established by Artishok.

Physical  media  (print-outs  and  other  physical  media)  are  disposed  of  by  shredding  using  cross-cut 
shredders.

Electronic media (hard-drives, printers and copier hard-drives, etc.) are disposed of by one of the following 
methods:

● Wiping - Artishok uses a Mobile Device  Management  solution to  wipe the  device, which 
securely erases the hard drive.

● Destruction – a  method of destroying magnetic media. Media is physically dismantled by methods 
of crushing, disassembling, etc., ensuring that the media has been physically destroyed so that no 
data can be pulled. Artishok will send any decommissioned device to a third party for
destruction.

Third-Party  Due Diligence

The entity’s vendor and business partner oversight program requires that all contracts with vendors or
business  partners  clearly  address  (a)  the  size,  scope,  and  nature  of  services  being  provided;  (b)  the 
hardware,  software,  and  information  requirements  related  to  the  provision  of  such  services;  (c)  the 
responsibilities of each party; (d) the requirements for  information security to meet Artishok’s standards;
(e)the ability to perform independent audits of the effectiveness of internal control processes;  and (f)
therequirement to obtain and review  a third-party attestation report.

Artishok relies on third parties to perform a range of services and provide products. As such,
Artishok performs due diligence to ensure that third parties have appropriate internal controls
in place to protect Artishok’s customer  data. To  ensure  that  appropriate  controls  are  in  place
at third parties,  Artishok’s  management reviews the following as necessary:

 SOC 1 and/or SOC 2  reports

 Internal  controls

 Privacy policies



 

  

                
 

              

 
   
    
  

               

 
            
           
            

  
   
  
 

 
  

   

 
 
 
 

 
            
           
            

 
 
 
            
             
 

As part of Artishok’s standard process for establishing service levels and operational protocols with 
vendorsor business partners,  Artishok will evaluate data shared between the two organizations a

2

n

4

d
agreeon whatis confidential.

Availability

Artishok's infrastructure at AWS is designed to be redundant and resilient,  utilizing AWS's availability
zones feature within the eu-west-1 region for all deployed services (RDS,  ElastiCache,  and 
Elastic Kubernetes Service (EKS)). With Multi AZ enabled,  data is securely copied and ready to failover
in case ofan emergency. The managed services at AWS handle the fail over based on
availability monitoring. RDS is configured to run daily backups of the database system and
also supports  continuous backup and point-in-time recovery (PITR). This feature allows Artishok
to recover RDS backup data from a specific time within 5 minutes. To manage capacity,  Artishok
follows a two-step process. The first step is a quarterly planning session where the engineering
leadership team reviews traffic levels across the stack,  including firewall/DNS level in
CloudFlare,  bandwidth usage in Netlify for web  applications,  and Application Load Balancers
(ALB)  in AWS for the API tier. The second step involves reviewing and adjusting the existing
load-balancing thresholds as needed  based on the data collected in the first step. Artishok
uses EKS for its API tier,  and based on CPU  Utilization,  EKS will spin up new nodes to distribute the
load of requests across the API. Server-level  monitoring and alerting is configured in CloudWatch
and set to notify Artishok's senior engineering leadership via email.

Confidentiality

The data classification and retention policy and relevant security and confidentiality policies describe how
information  is  designated  as  confidential  and  ceases  to  be  confidential. The  handling,  destruction,
maintenance,  storage,  backup,  and  distribution  and  transmission  of  confidential  information  are 
documented  in  the  data  classification  and  retention  policy  and  Artishok’s  general  business 
terms.

Confidentiality policies and processes have been implemented to limit access to logical input routines and 
physical input media to authorized individuals. Each type  of confidential information is classified, handled,
secured, retained, and disposed of. All nonpublic customer information is confidential. Data that carries a 
confidential  classification  is  subject  to  the  Company’s  information  security  policy, which  defines 
protection  requirements,  access  rights,  and  access  restrictions,  as  well  as  retention  and  destruction 
requirements. Customer, vendor, and business partner information is presumed to be confidential (as a 
default).
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The SRE team employs a range of security tools to identify and detect potential threats and incidents.
These tools include firewall notifications,  IDS or IPS alerts, vulnerability assessment reports,  and 
operating system event logs. The security team reviews these alerts and notifications daily. In addition,
the team reviews several reports, including failed object-level access, daily IDS or IPS attacks, critical IDS 
or IPS alerts, failed login details, and firewall configuration changes.

Security events requiring further investigation are  tracked using a ticket and monitored until resolved.

Incident Response

The  Incident  Response  and  Recovery  Plan  (IRP)  includes  tactical  procedures  to  help triage,  contain,
monitor, or eradicate a security incident,  including procedures to do the following:

 Respond to,  recover  from,  and  restore  normal  business  operations  in  a  timely  manner with 
minimal, or no, business interruption or  loss of data

 Continuously  improve the  cyber security  risk  management  program  to  limit  the  likelihood
and impact of future incidents based on lessons learned from the Company’s own experiences
and those of others

 Communicate with employees, stakeholders, regulators, and other constituents in a structured 
manner  about  the  nature  of  the  security  incident,  impact  to  the  organization  and  others  (if
applicable), and the corrective action taken to recover

Virus Detection and Prevention

All Artishok  servers,  desktops,  laptops,  and email infrastructure must have antivirus software installed 
and centrally managed to ensure prompt delivery of signature updates. The antivirus software is preset 
to automatically update and locked to prevent user tampering or disabling. In addition,  email filtering 
software is used to block and reject emails containing certain malicious file types,  such as executable 
files.
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Vulnerability Assessment and Penetration Testing

Artishok  employs  a  third-party  organization  to  conduct  periodic  internal  and  external 
vulnerability assessments  and  penetration  tests  against  production  systems  to  determine  if
the system  can  be penetrated  through  known vulnerabilities.  Management  reviews  the  results
of  the vulnerability assessments and penetrations tests and develops action plans to remediate high
risk findings.

Use of Subservice Organization and Complementary Subservice Organization Controls

Artishok uses AWS to provide cloud computing services.

The following are applicable trust services criteria that  are intended to be met by controls at AWS and the 
types of controls expected to be implemented at  AWS that are necessary to meet the applicable trust 
services criteria, alone or in combination with controls at Artishok.
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 Ensuring the completeness and accuracy of manually entered data.
 Verifying  that  all  applicable  employees  and  contractors  have  been  onboarded  to  the 

Artishokplatform monitoring and identifying the appropriate rights and roles for Artishok to 
monitor.

 Users  are  responsible  for  determining  what  level  of  reliance  to  place  on  data  generated  from 
Artishok platform in  determining the design and operating effectiveness of controls.

 Users are responsible for determining if the controls within the Artishok platform are 
appropriatefor meeting the applicable Trust Services Criteria and Categories.

 Users are responsible for determining if the data within the Artishok platform is adequate to
supportthe design and operating effectiveness of controls.

 Users are responsible for determining how failed tests identified by the Artishok  platform impact
an organization's ability  to meet the applicable Trust Services Criteria.
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IV. Description of Criteria, Controls, Tests and Results of Tests




































































































